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Chromebook Policy for Students 

 

1. Introduction 

This policy establishes the procedures, expectations, and responsibilities for all 
students at WMSF who use Chromebooks, ensuring that every student can 
access digital resources safely and responsibly to support their academic and 
vocational achievement. 

 

2. Policy Aims 

The policy aims to guarantee equal access to Chromebooks for all students, 
provide a comprehensive framework for safe, appropriate, and efficient device 
use, and protect  technology resources from misuse, loss, or damage. It also 
fosters responsible digital citizenship and supports the highest standards of 
teaching and learning. 

 

3. Scope 

This policy applies to all students enrolled at WMSF who use a Chromebook for 
any -related activity, whether the device is owned by the , leased, purchased, 
or personally owned but used on  premises or for work. 

 

4. Access to Chromebooks 

Students can acquire Chromebooks in several ways: 

●​ Students eligible for Free  Meals (FSM) may borrow a Chromebook for the 
duration of their studies. The device remains  property and must be 
returned in satisfactory condition at the end of the course or upon 
withdrawal. A loan agreement is signed during induction, and periodic 
device check-ins are required to ensure proper maintenance and 
functionality. Failure to return the device or returning it in unsatisfactory 
condition may result in a charge up to £240, and families are advised to 
insure the device through home insurance or a separate policy. 
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●​ Students not eligible for FSM can lease or purchase a Chromebook via the 

’s third-party supplier. Leasing includes insurance and first-line fixes, and 
devices must be returned to the supplier at the end of the course. 
Purchase options include outright payment or instalment plans. Students 
may also use a compatible personal device, but the  is not responsible for 
loss, theft, or damage to personal devices. 

●​ All students must sign and return the Chromebook Acceptable Use Policy 
and/or Loan Agreement before receiving a device. 

 

5. Device Check-In and Return Procedures 

Students must periodically submit their Chromebooks for check-in, allowing the  
to verify device condition and maintenance. Upon leaving WMSF, students must 
return their Chromebook and power adapter in satisfactory condition within five 
working days of request. Failure to do so may result in charges up to £240 and 
further action to recover the liability. 

 

6. Care and Maintenance 

Students are responsible for the general care of their Chromebook, including: 

●​ Not placing stickers, markings, or labels on the device or accessories. 
●​ Avoiding exposure to extreme temperatures, food, and drink. 
●​ Not stacking items on the Chromebook or storing it in tight spaces. 
●​ Using only a dry cloth for cleaning and never using water or cleaners. 
●​ Bringing the device to every lesson fully charged and ensuring it is not left 

unattended in unsecured locations. 
●​ Using cables and peripherals with care. 
●​ Reporting technical issues, damage, loss, or theft immediately to their 

tutor and the Network Manager. If the device is stolen, students must also 
inform the police. 

●​ Not lending the device to others, including siblings or friends, and not 
leaving it in cars or on display at home. 

●​ Ensuring the device is not left on  premises overnight unless specifically 
required. 
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7. Passwords and Security 

Students must use a strong password (at least 8 characters, with a mix of 
upper/lowercase letters, numbers, and symbols) and never share it except with 
parents/carers or as requested by staff. Students must not attempt to access 
other students’ Chromebooks or guess their passwords. Devices must be locked 
when inactive, and password removal or sharing is prohibited. 

 

 

 

8. Use of Chromebooks 

Chromebooks are for educational purposes only. Students must log in with their 
WMSF Google account and may not share accounts or passwords. Only 
approved software and applications may be installed, and attempts to bypass 
security or management settings are strictly forbidden. Gaming is strictly 
prohibited, and sound must be muted unless permitted by a teacher for 
instructional purposes. All apps provided by the  must remain installed and 
accessible at all times. 

 

9. Photographs, Images, and Media 

Students may only store photographs or images on their Chromebook or Google 
Drive if they comply with the ’s Acceptable Use Policy and copyright law. 
Storage of personal photos or non-educational images is not permitted. 
Inappropriate images, including those containing weapons, explicit content, 
drugs, or hate symbols, are prohibited unless approved by a teacher for 
educational purposes. Uploading any  images or videos to social media is 
forbidden unless directed by a teacher. Recording, photographing, or filming 
staff is not allowed without explicit permission. 

 

10. Internet Access and Home Use 

While on  premises, students must use the ’s Wi-Fi connection for internet access. 
At home, parents/carers are responsible for monitoring and securing internet 
use, and the  recommends using parental controls and blocking unsuitable sites. 
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The  is not responsible for personal data stored on devices outside the  
environment. 

 

11. File Management and Data Protection 

Students are responsible for managing and backing up their work, primarily using 
their Google accounts. Chromebook malfunctions are not an acceptable 
excuse for late or missing work. All data must be processed lawfully and securely 
in compliance with GDPR and the Data Protection Act 2018. 

 

12. Monitoring, Spot Checks, and Compliance 

The  reserves the right to conduct random, unannounced spot checks of any 
Chromebook at any time. Devices may be surrendered if they are suspected of 
containing unsuitable content, forbidden software, or if they have been used to 
disrupt lessons or breach  policies. The ’s remote management system allows for 
the installation, removal, and control of software and features, and must not be 
removed from the device. 

 

13. Prohibited Activities 

Students are specifically prohibited from: 

●​ Illegally installing or transmitting copyrighted materials. 
●​ Lending their Chromebook to anyone else. 
●​ Changing device settings (except for personal preferences like font size or 

brightness). 
●​ Jailbreaking or attempting to modify, upgrade, or repair the device. 
●​ Downloading vault or ghost apps to hide content. 
●​ Using or accessing another student’s Chromebook. 
●​ Leaving the device on  premises overnight. 
●​ Sending or displaying offensive messages or material. 
●​ Using obscene language or content. 
●​ Damaging Chrome OS, devices, systems, or networks. 
●​ Using other people’s passwords or trespassing in others’ files. 
●​ Downloading illegal or suspicious content. 
●​ Uploading any -related photo or video to social networking sites. 
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●​ Engaging in cyberbullying, harassment, or any illegal activity. 

This list is not exhaustive; any activity that violates the Acceptable Use Policy or 
Behaviour Policy is also prohibited. 

 

14. Technical Support 

Students requiring technical support should first report the issue to their tutor, 
who will escalate it to the Network Manager if necessary. 

 

15. Device Identification and Tracking 

All loaned Chromebooks are asset-tagged and labelled for identification. 
Students must not tamper with or remove labels. Location Services must be 
enabled to allow the use of ‘Find My Chromebook’ for security and recovery 
purposes. 

 

16. Legal Compliance 

Students must comply with all relevant UK legislation, including: 

●​ Computer Misuse Act 1990: Prohibits unauthorized access, data 
amendment, eavesdropping, malicious corruption, or denial of access. 

●​ Criminal Justice & Public Order Act 1994: Covers harassment, abuse, and 
threatening behaviour in electronic communications. 

●​ Copyright, Designs and Patents Act 1998: Prohibits copying copyrighted 
works without permission, except for limited fair dealing exceptions. 

●​ Data Protection Act 2018: Requires lawful and fair processing of personal 
data, secure storage, and registration with the Data Protection Registrar. 

Use or possession of hacking software is strictly forbidden and may result in 
criminal prosecution or disciplinary action. 

 

17. Parental/Carer Responsibilities 

Parents/carers must: 

●​ Ensure the student keeps their Chromebook safe and uses it according to  
procedures and policies. 
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●​ Monitor and oversee Chromebook use at home, providing online safety in 

line with  guidance. 
●​ Add the Chromebook to home insurance or purchase separate insurance 

if possible. 
●​ Discuss the values and standards expected for digital behaviour as 

outlined in the ’s E-safety and Acceptable Use Policies. 

 

18. Student Responsibilities 

Students must use Chromebooks responsibly and ethically, following all  policies 
related to behaviour and communication, and report any inappropriate or 
abusive content or technical issues immediately. Devices must be returned 
within five working days of request or upon leaving the sixth form. 

 

19. Sanctions and Disciplinary Actions 

Any breach of this policy may result in withdrawal of device privileges, 
disciplinary action in accordance with the Behaviour Policy, and, where 
appropriate, police involvement. Persistent refusal to comply or serious violations 
may result in suspension or exclusion. 

________________________________________ 

 

 

 

 

 

 

 

 

 

 

Appendix: Chromebook Agreement & Signing Sheet 
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STUDENT’S FULL NAME   

STUDENT ID NUMBER  

TUTOR GROUP  

DATE ISSUED  

STUDENT’S SIGNATURE   

ASSET TAG NUMBER  

​ ​ ​ ​ ​ ​  

​ ​ ​ ​ ​ ​  

By signing, the student and their parent/carer confirm they have read, 
understood, and agree to abide by the WMSF Student Chromebook Policy and 
Acceptable Use Policy, accept responsibility for the care and appropriate use 
of the device, and understand the consequences of misuse or damage. 

 

________________________________________ 

These policies will be reviewed annually and updated as necessary to reflect 
changes in technology, legislation, or sixth form requirements. 

 

Responsible Staff Mary Berrisford / Rebecca Moore / Aminor Rashid 

Approving body Governors  

Review date  

All policies are available to stakeholders either on the Sixth Form website or 
upon request from the Sixth Form Office. 

 


